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CYBER SECURITY POLICY 

 

1. Introduction 

This policy is to safeguard organizational information, IT systems, and customer data against 
unauthorized access, misuse, cyber threats, and data breaches, while ensuring compliance with 
privacy regulations. 

2. Scope 

This policy applies to all employees, contractors, vendors, and third parties who access company 
systems, networks, or customer data. 

3. Policy Statements 

3.1 Access Control 

• All users must use unique IDs and strong passwords. 

• Access rights are server-based. 

3.2 Data Protection 

• Confidential and customer data must be stored in secure servers or approved cloud 
platforms. 

• Data transfers must be encrypted (email, file sharing, portable devices). 

3.3 Customer Data Security 

• Customer data must be classified as confidential and handled with the highest security 
controls. 

• Access to customer data is restricted to authorized personnel only. 

• Customer data must not be copied, shared, or stored outside approved systems. 

• Approvals to be obtained for any third-party handling customer data. 

3.4 Customer Data Privacy 

• Customer data will only be collected, processed, and retained for legitimate business 
purposes. 
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• Data usage must comply with applicable privacy laws (local data protection rules). 

• Customers must be informed about how their data is used, stored, and protected. 

• Requests for data access, correction, or deletion must be honoured promptly. 

3.5 System Security 

• Firewalls, antivirus, and intrusion detection systems must be installed and updated 
regularly. 

• Operating systems and applications must be patched as per IT schedule. 

• Unauthorized software installation is prohibited. 

3.6 Incident Management 

• All suspected cyber incidents or customer data breaches must be reported immediately to 
the IT team. 

• Incident response procedures will be followed, including containment, investigation, 
customer notification, and recovery. 

• Records of incidents will be maintained for audit purposes. 

3.7 Backup & Recovery 

• Critical and customer data will be backed up daily and stored securely onsite and 
oIsite/cloud. 

• Restoration tests will be conducted quarterly. 

3.8 Training & Awareness 

• Employees must undergo annual cyber security and customer data privacy training. 

• Periodic bulletins will be circulated on emerging threats (e.g., phishing, ransomware, data 
leaks). 

3.9 Compliance 

• Non-compliance may result in disciplinary action. 
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4.0 Responsibilities 

• IT Department: Implement and monitor technical controls. 

• HR: Ensure staI awareness and policy enforcement. 

• Employees: Follow security practices and report incidents. 

 

5. Review 

This policy will be reviewed annually or upon significant changes in technology, customer 
requirements, or regulatory obligations. 

For questions or concerns regarding this policy, please contact: 

 [IT Department] [itsupport@aradhyasteel.in] [7676359076] 
 

 

 

 

 

 

 

 

 

Pranav Bansal 
Managing Director 


